Annexure 5 - Stage 2 Safety Camera Rollout
(June 2023)

stage involves having a fixed spot speed camera active on the roadside with appropriate safeguards

in place, and a Waka Kotahi team capable of manually verifying and determining offences. It is part

of the rollout that allows Waka Kotahi to pressure-test systems and processes on a smaller scale &
between 30 June 2023 — 30 November 2023 before the cameras go live and start enforcing C)
speeding offences.

This annexure focuses on the activation of Stage 2 of the safety camera rollout programme. This QQ)

Stage 2 includes looking at the camera and the core camera management system and ho @IS
captured, processed and verified. It will have a focus on: 6
e how data is captured by the camera — including, but not limited to, the use matic
number plate recognition (ANPR) technology
e how this data is transferred, stored and retained in Redflex (camera ve Vnd Waka
Kotahi systems (including temporary off-shore storage), &
e how offences are manually verified, and
e how infringement notices and traffic offence notices are made ’v for issuing (but not
issued).

Stage 2 will also involve preparations for testing point-to-point (a\qige speed) camera technology
in a controlled (off-road) environment before being trialled readsjde in Stage 3. Another annexure
to the PIA will be completed ahead of the Stage 3 roadside&king place.

Stage 2 will not involve: \C)
e sending ‘safety notices’

e issuing infringement or traffic offence Qes
point-to-point (average speed) camer@tive on the roadside

use of ANPR technology to coIIec@vehicle details of every vehicle passing the camera.

R



.Annexure 5 — Stage 2 Safety Camera Rollout

Waka Kotahi intends to activate a new safety camera
network starting with a rollout of new HALO spot speed
cameras.

Background

The camera rollout programme comprises four stages:
Stage 1 —testing in a controlled environment

Stage 2 — operating roadside, verifying offences but not
enforcing

Stage 3 — operating roadside, enforcing offences

Stage 4 - continue camera expansion, including transfer
of camera assets from NZ Police

This annexure covers Stage 2 of the rollout.

Description of Stage 2

In this stage:

e one fixed spot speed safety camera will be installed
roadside in Te Tai Tokerau Northland

e it will use technology to capture data on vehicles
exceeding the set speed threshold, including ANPR to
capture licence plate details.

e an interim data repository process will be developed‘
to enable the use of the offence data for verificati()

e this data will be used to test the manual verifi
process to identify whether: %
o aspeeding ‘offence’ has been cc@ ed
o the ‘offending’ vehicle is cleaply ideftifiable
(e.g. if there are two or m icles in the
image, ensuring the off r\%}vehicle is
clearly identified, vehi tfributes such as

make and model h those in the Motor
Vehicle Register ] for that registration

plate etc.)
o theimage is sufficient for evidentiary
o sunbursts, the plate is not

purposes4e:
qurred@ X
o theyehicle registration plate can be matched
t egistered person in the MVR
o @z is an address where an infringement
ence notice can be sent.

nce issuing system will also be tested in so
infringement notices will be populated but not

and infringement issuing process testing \
io

ata will also be collected for research and analytics
purposes, such as measuring speeds during the test
period

Personal Information

Personal information collected will be:

1. Images of the registration number of the
vehicle and other meta data will be
captured - which may lead to identifyi C
the registered owner of the vehicle. R

2. Meta data that includes time, dat d
location of images and directior@
travel.

Use of ANPR technology to mct

registration plate details ef<effending’

vehicle

ANPR is image—proces’sﬁg technology that
converts an image,ofié fegistration plate into
decipherable t g optical character
recognition e without any human
interventi@ ch technology is critical to
the op of average speed point-to-

point eras. While it is not necessary to

o} he HALO spot speed cameras,

Waka*Kotahi is taking the opportunity in

e 2 to test the accuracy and reliability of

‘A PR.

Testing of ANPR technology will focus on

matters such as:

e how well does it recognise plates,

e how well it can recognise the fonts used
on NZ plates

e how well it converts the plate image into
recognisable characters

e how does it cope with vehicles that have
a plate in a non-standard place

e whether it can capture vehicle details if
several offending vehicles go past or
does it miss offending vehicle plates.

ANPR tends to be controversial. It can
create concerns about privacy intrusions and
other intrusions into civil liberties. A major
concern with ANPR is that networks of
cameras are capable not only of tracking
individuals across a particular journey, but
also that retaining that information may
build up a database of vehicle movements
over time.

The intended controls outlined below aim to
mitigate these concerns.



Stage 2 Safety Camera Rollout (cont)

e The data flows will involve:

o

Offending vehicle details flowing from the
Redflex camera into the Redflex camera
management system

A secure network transfer into Waka Kotahi
storage, currently sitting with Amazon Web
Services (AWS) in Sydney, Australia, for
middle office incident file creation
transitory storage in AWS only

integration through Azure Sydney to middle
office incident file storage location for 30
days, ready for offence verification by Waka
Kotahi

transfer into the New Zealand-based Waka
Kotahi verification and offence processing
production systems and becoming personal
information (by virtue of being linked with
registered person details in the MVR) so as
to pressure-test the
verification/infringement issuing processes
prior to enforcing offences in Stage 3.
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https://www.nzta.govt.nz/about-us/about-this-site/privacy-guide-for-suppliers-and-service-providers/
https://www.nzta.govt.nz/about-us/about-this-site/privacy-guide-for-suppliers-and-service-providers/

O

R 2

Access to camera will be managed by security protocols built into the camera. On-site and remote

access to the camera and the associated camera management system will be protected by a
camera/back office unique identifier, a unique password as well as an additional password to
coordinate all the various components to detect and create incident files.

User access will be logged: The cameras record audit-related data for access and operational mod

changes by user ID. Audit logs are maintained for access and changes made in the camera
management system. Access log information is stored and available for auditing in the camer

management system. These logs will be regularly reviewed and audited by the Safety Came(a ,
Management System Programme. v

Data minimisation: Throughout Stage 2 Waka Kotahi staff will have access to the veh%ata
T

collected by the cameras. This is for the purpose of testing and modifying (if requi e end-to-

e\C

end verification/offence issuing process, performing quality checks, and resolK . These staff

will be made aware of their privacy obligations.

?~

Limited retention period:
o Offence data captured by the Redflex camera will be delete
from the camera management system into the Waka Kot
o Vehicle plate detail held by AWS will be transitory in n

to retain any data once it passes onto Waka Kotahi s

duction system.

dflex as soon as it passes

d AWS will be instructed not
s in Azure. Once with Azure, Waka
Kotahi will have full control over storage and reterx efer below for retention policy).

o Offence data collected in Stage 2 will only be retained in the Waka Kotahi production system

up until the end of Stage 2 on 30 November .) for a maximum of 5 months.

For example, the same offence data co
At the end of Stage 2, all offence dat

Retention during Stage 2 is to enable re @ processes using the same offence data.
e

personal information will be alt as not to identify the offending vehicle or the
registered person.

o Anonymised survey data s %ﬁvumber of vehicles that passed the camera, and vehicle
speeds will be retained in% ely for research and analytic purposes.

Public awareness:

o lwi, hapi, and lo ommunities have been consulted on the roadside camera location

o A public educa rategy will support Stage 2. It will provide details on:

= wh @ppening
= \A% happening
= w it is happening, and

= at it means for the public/individuals

o) UQI be made of existing Waka Kotahi Customer Service Centre processes, tools and

sed to re-test different verification scenarios.
deleted from its systems by Waka Kotahi.
o A small number of incident files wi ver be retained for training purposes but the

@ s to record and respond to requests regarding the personal information collected in

(/ ata prior to enforcement getting underway in Stage 3.

-—
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data: as noted above, the data will be used to collect ‘offending” vehicle details to enable the
g of the manual verification and offence issuing processes, and to collect anonymised survey

Disclosure of data: The only 3™ parties that will have access to offending vehicle details will be those

listed above. This information will not be shared with 3™ parties such as NZ Police or Ministry of
Justice. Such details will solely be used to pressure-test test the manual verification and offence

issuing processes prior to the cameras being used for enforcement purposes in Stage 3.



Recommendations specific to Stage 2 (from wider Waka
Kotahi roading management camera PIA)

%

Recommendation Action
Reference °

Accepted
Implemented

v
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